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DETAILED ACTION 

The instant application liaving Application No. 10/577158 filed on 4-26-06 is 
presented for examination by the examiner. 



Priority 

Acknowledgment is made of applicant's claim for foreign priority under 35 U.S.C. 
1 19(a)-(d). The certified copy has been received. 



Specification 

The abstract of the disclosure is objected to because is consists of more than 
150 words. Correction is required. See MPEP § 608.01(b). 



Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be In narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 150 words. It is important that 
the abstract not exceed 150 words in length since the space provided for the abstract 
on the computer tape used by the printer Is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 



Drawings 
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The drawings are objected to under 37 CFR 1 .83(a). The drawings must show 
every feature of the invention specified in the claims. Therefore, the cryptogram 
including its contents must be shown or the feature(s) canceled from the claim(s). No 
new matter should be entered. 

Corrected drawing sheets in compliance with 37 CFR 1 .121 (d) are required in 
reply to the Office action to avoid abandonment of the application. Any amended 
replacement drawing sheet should include all of the figures appearing on the immediate 
prior version of the sheet, even if only one figure is being amended. The figure or figure 
number of an amended drawing should not be labeled as "amended." If a drawing figure 
is to be canceled, the appropriate figure must be removed from the replacement sheet, 
and where necessary, the remaining figures must be renumbered and appropriate 
changes made to the brief description of the several views of the drawings for 
consistency. Additional replacement sheets may be necessary to show the renumbering 
of the remaining figures. Each drawing sheet submitted after the filing date of an 
application must be labeled in the top margin as either "Replacement Sheet" or "New 
Sheet" pursuant to 37 CFR 1.121(d). If the changes are not accepted by the examiner, 
the applicant will be notified and informed of any required corrective action in the next 
Office action. The objection to the drawings will not be held in abeyance. 



Claim Objections 

Claims 21 and 26 are objected to because of the following informalities: 



Application/Control Number: 10/577,158 Page 4 

Art Unit: 2131 

As per claim 21 , the preamble recites applications and then in the last clause, 
reference to "the application is made". It is unclear which application would be 
considered the application. Additionally the phrase "and/or" is used but this renders the 
claim indefinite. Examiner is treating all of these phrases as "or". 

As per claim 26, the phrase "and/or" is used but this renders the claim indefinite. 
Examiner is treating all of these phrases as "or". 

In an effort to compact prosecution. Examiner suggests to Applicant to check 
each claim to make sure any terms referenced by "the" have antecedent basis. Claim 
26 discloses "the risk" at the first time of mentioning a risk. 



Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming 
the subject matter which the applicant regards as his invention. 

Claims 25 and 34 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 



As per claim 25, there is insufficient antecedent basis for three terms: (1 ) the 
identifier of the set mobile equipment, (2) the identifier of the mobile equipment, and (3) 
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the identification number of the subscriber. Reference to these three terms could not be 
definitively Inferred from the parent claims. Examiner Is treating the claim to references 
the Identity of the security module. Appropriate correction Is required. 

As per claim 34, "the verification operation" lacks antecedent basis. In claim 21 , 
Examiner finds no support for the limitation of the subscriber module doing any 
verification operation. Yet claim 34 says that the subscriber module initiates a 
verification process operation If the identifier has changed. Claim 21 discloses the 
security module analyzes and activates or deactivates but not verifies. 



Claim Rejections - 35 USC § 102 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 21-36 and 38-40 are rejected under 35 U.S.C. 102(b) as being 
anticipated by USP 5,864,757 to Parker. 

As per claim 21 , Parker teaches a method for managing the security of 
applications with a security module functioning in an equipment connected to a network, 
said network being managed by a control server of an operator, said applications using 
resources as data or functions stored in a security module [SIM] locally connected to 
said equipment, comprising the following preliminary steps: 
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reception of data comprising at least the type and software version of tlie equipment 
(col. 6, line 46) and the identity of the security module (col. 1, lines 50-55), via the 
network, by the control server (col. 8, lines 21-25), 

analysis and verification by the control server of said data (col. 8, lines 26-28), 
generation of a cryptogram (col. 8 .lines 41 -44) from the result of the verification of said 
data, and transmission of said cryptogram, via the network and the equipment, to the 
security module (col. 8, lines 60-65), said method further comprises steps wherein the 
security module analyses the received cryptogram and activates, respectively 
deactivates the resources as data or functions used by at least one application installed 
in the equipment, said cryptogram comprising the instructions [necessary keys] 
conditioning [lock/unlock] the functioning of the application [application to make a call] 
according to criteria established by the supplier of said application and/or the operator 
and/or the user of the equipment (col. 9, lines 1 -8). 

As per claim 22, Parker teaches the equipment is a mobile equipment of mobile 
telephony (see abstract). 

As per claim 23, Parker teaches the network is a mobile network of the GSM, 
GPRS or UMTS type (col. 1, line 36). 

As per claim 24, Parker teaches the security module is a subscriber module of 
a SIM card type inserted into the mobile equipment of mobile telephony (col. 1 , line 50). 

As per claim 25, Parker teaches the identification of the set mobile equipment 
/ subscriber module is carried out from the identifier of the mobile equipment and from 
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the identification number of tlie subscriber module pertaining to a subscriber to the 
mobile network (col. 8, lines 55-65). 

As per claim 26, Parker teaches the criteria [locked/unlocked] defines the usage 
limits [activate / deactivate] of an application according to the risk [key exposure] 
associated to said application and to the type and the software version of the mobile 
equipment that the operator and/or the application supplier and/or the user of the mobile 
equipment want to take In account (col. 9, lines 2-4). Upon activating a locked phone, 
Parker teaches a phone can be relocked If a key Is compromised and needs to be 
changed. This process takes Into account the Identity Information Inside the phone, 
including the SIM. 

As per claim 27, Parker teaches the activation method Is carried out after each 
connection of the mobile equipment to the network (col. 9, line 1 1). A check Is made at 
turn on to see if the device is locked. It does however bypass the rest of the activation 
method and goes to the authentication part of the method If the check is satisfied. 

As per claim 28, Parker teaches the activation method Is carried out after each of 
updating the software version of the mobile equipment (col. 9, lines 1-5). Anytime the 
phone receives a new subscriber Identification code It Is necessary for the handset to 
re-register with the base station. 

As per claim 29, Parker teaches the activation method Is carried out after each 
activation or deactivation of an application on the mobile equipment (col. 9, lines 1-5). 

As per claim 30, Parker teaches the activation method Is carried out after each 
updating of the software version of the subscriber module (col. 9, lines 1-5). Anytime 
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the phone receives a new subscriber identification code it is necessary for the handset 
to re-register with the base station. 

As per claim 31 , Parl<er teaches the activation method is out after each updating 
of the resources on the subscriber module (col. 9, lines 1-5). Anytime the phone 
receives a new subscriber identification code it is necessary for the handset to re- 
register with the base station. 

As per claim 32, Parker teaches the activation method is carried out periodically 
at a rate [each startup] given by the control server (col. 9, line 11). 

As per claim 33, Parker teaches the activation method is carried out after each 
initialization of an application on the mobile application (col. 9, lines 1-5). Activation is 
synonymous with initialization. 

As per claim 34, Parker teaches the subscriber module, prior to the execution of 
the instructions given by the cryptogram, compares the identifier of the mobile 
equipment with that previously received (Fig. 5, 172). 

As per claim 35, Parker teaches the control server, prior to the transmission of 
the cryptogram, compares the identifier of the mobile equipment with that previously 
received and only initiates the verification operation if the identifier has changed (col. 8, 
lines 55-65). This activation is only done a second time if the SIM or any of its values 
change. Otherwise, the server already knows the phone is ok and does not send it a 
new IMS!. 

As per claim 36, Parker teaches the cryptogram is made up of a message 
encrypted by the control server with the aid of an asymmetrical or symmetrical 
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encryption l<ey from a data set containing, among other data, the identifier of the mobile 
equipment, the identification number of the subscriber module, the resource references 
of the subscriber module and a predictable variable (col. 8, lines 50-59). 

As per claim 38, Parker teaches the equipment is a Pay-TV decoder or a 
computer to which the security module is connected (col. 12, lines 60-65). 

As per claim 39, Parker teaches a security module [SIM] comprising resources 
intended to be locally accessed by at least one application [phone calling software] 
installed in an equipment [cell phone] connected to a network, said equipment 
comprising reading and data transmission means comprising at least the identifier of the 
equipment and the identifier of the security module (col. 8, lines 21-25), said module 
further comprises means for reception (col. 8 , lines 60-65), analysis and execution of 
instructions contained in a cryptogram (col. 9, lines 1-15), said instructions conditioning 
the functioning [unlocking/locking] of the application according to criteria predetermined 
by the supplier of said application and/or the operator and/or the user of the equipment 
(col. 9, lines 1-8). 

As per claim 40, Parker teaches a subscriber module of the "SIM card" type 
connected to a mobile equipment (col. 1, lines 50-55). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness rejections set 
forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 1 02 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. Patentability 
shall not be negatived by the manner in which the invention was made. 

Claims 37 is rejected under 35 U.S.C. 103(a) as being unpatentable over Parker 
in view of USP Application Publication 2003/0041 125 to Salomon. 

As per claim 37, Parker is silent in disclosing the subscriber module transmits to 
the control server, via the mobile equipment and the mobile network, a confirmation 
message when the subscriber module has received the cryptogram, said message 
confirming the correct reception and the adequate processing of the cryptogram by the 
subscriber module. Salomon teaches the subscriber module transmits to the control 
server, via the mobile equipment and the mobile network, a confirmation message when 
the subscriber module has received the packet, said message confirming the correct 
reception and the adequate processing of the cryptogram by the subscriber module 
(0056). Receipt messages or as they are usually to in the art, acknowledgement 
messages (ACK), are notoriously well known in the art of computer communication. 
ACK are used to ensure proper and reliable communication between two devices. The 
ACK serves to let the sender know the packet was received by the recipient so the 
sender can timely conclude the communication. Therefore it would have been obvious 
to one of ordinary skill in the art at the time of the invention to use the acknowledgement 
messages of Salomon in the method of activation of Parker so server can know that the 
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phone received the data without error. Any type of computer communication method 
can benefit from ACK messages. 



Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

WO 0042498 A discloses when a mobile-code receiving section at a user 
terminal receives data including a mobile code from a distributor server, a 
signature attached to the mobile code is checked. When the signature is 
successfully verified, a function confirmation section confirms the specification 
that describes the functions of the mobile code. If the function confirmation 
section decides to permit the execution of the mobile code, a mobile code 
execution means executes the mobile code. 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MICHAEL R. VAUGHAN whose telephone number is 
(571)270-7316. The examiner can normally be reached on Monday - Thursday, 7:30am 
- 5:00pm, EST. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/M. R. V./ 

Examiner, Art Unit 2131 

/Ayaz R. Sheikh/ 

Supervisory Patent Examiner, Art Unit 2131 



